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SSL Public Key Authentication in 
WebDrive

Public key security, more formally known as asymmetric cryptography, involves the use of a pair of dissim-
ilar algorithms (a key pair) to encrypt and decrypt data. Unlike symmetric cryptography, which uses only 
one key to both encrypt and decrypt, asymmetric cryptography involves two keys that perform opposite 
functions but make up one process. The public key encrypts the data, which can then only be decrypted 
by the paired, secret private key. The private key cannot be divined with the public key, so a user can safely 
disseminate the public key to users, who can then send coded data only the key pair owner can decode.

WebDrive uses public key security through Secure Sockets Layer (SSL), which is incorporated into several 
file transfer protocols, including FTPS, HTTPS, and WebDAVS. SSL offers a higher level of security by 
optionally accepting connections with only authorized certificates.

Configuring WebDrive

To configure your WebDrive server to utilize public key authentication

1. Launch WebDrive. If you haven’t created a site, click New to launch the site creation wizard.

2. Select Secure FTP, otherwise known as FTPS, or FTP protected by SSL.

3. After entering your connection information, choose TLS v1.0 ‘AUTH TLS’ for the Encryption
Method. This has security enhancements not found in SSL. Also enable Secure Data Channel
(Prot P) to encrypt your data channel.

4. Click the Advanced Settings button.
In the dialogue, open the Connection
Settings tab and deselect SSL v3.

5. WebDrive will need a certificate of
authenticity to establish a secure connec-
tion over SFTP. To set up a certificate, 
still in the Advanced Settings window, 
select the FTP Settings tab and click the 
“...” button under Client Certificate to connect to server with. Select a certificate. If there are 
no certificates, you will need to import one into WebDrive by going to App Settings > Security. 

6. Close Advanced Settings and test your connection. If you do not successfully connect you will
receive an error message explaining why you cannot connect. Click Close and Next.

7. Name your site and select Connect Now if you would like to connect to the site now. If you would

Note: By default, SSL v3 is enabled. SSL is an 
older version of TLS and not as secure; howev-
er, older servers may not support TLS. If your 
server supports TLS, we recommend disabling 
all versions of SSL. 
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like to Connect at login/startup, you may select this check box. Click Finish. 

Your site is now ready for use. WebDrive will display your server connection as a mapped drive letter. 
Double-click the WebDrive tray icon to view the WebDrive Monitor or to disconnect from the server.

Added Info

For more information on the certificate management wizard, see our QuickStart: http://www.southrivertech.
com/wp-content/uploads/Certificate_Management.pdf.
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Supported Operating Systems

WebDrive is supported on both the 32- and 64-bit editions of Windows.

• Windows Vista

• Windows 7

• Windows 8

• Windows 10

• Windows Server 2016, all editions

• Windows Server 2012-R2 editions

• Windows Server 2012, all editions

• Windows Server 2008-R2, all editions

• Windows Server 2008, all editions

Minimum Hardware Requirements

• Pentium® class processor or better

• 4GB of RAM is required; 8GB of RAM is recommended

• Minimum 100MB of free disk space for product and cacheing

• Minimum SVGA (800x600) resolution

System Requirements
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South River Technologies (SRT) is an innovator in secure file management soft-
ware. SRT software allows users to securely access, manage, and collaborate on 
files over the Internet, streamlining business processes to improve productivity. 
SRT’s products enhance customers’ existing applications by instantly enabling 
secure access and collaboration within those applications. More than 90,000 cus-
tomers in 140 countries use SRT’s software to make remote file access and collab-
oration more efficient for their customers, partners, and distributed workforce. 

For more information, please visit www.southrivertech.com. South River Tech-
nologies, Cornerstone MFT, Titan FTP Server, WebDrive, and DMZedge Server 
are registered trademarks of South River Technologies, Inc. in the U.S. and other 
countries. Any information in this document about compatible products or 
services should not be construed in any way to suggest SRT endorsement of that 
product or service.

About South River Technologies

Contact Information
South River Technologies, Inc.
1910 Towne Centre Blvd
Suite 250
Annapolis, Maryland 21401
USA

Toll Free: 1-866-861-9483
Main: 443-603-0290
Fax: 410-266-1191
Website: www.WebDrive.com 
 Online Support: www.srthelpdesk.com


